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Overview

Gluware is a software platform for intent-based enterprise network automation and
orchestration. The Gluware architecture leverages a common intelligent engine and
applications built on top to automate the physical or virtual multi-vendor network layer. of
the suite of Gluware automation applications is accessed by users through a web user-
interface (Ul) that drives the orchestration engine through API calls. For customers looking
to drive Gluware programmatically, they can drive functions in applications using Gluware's
published RESTful API, called GIuAPI functions include:

e Device Manager - The API provides programmatic capability to add devices to Gluware
and trigger the device discovery used to provide a detailed inventory.

e Config Drift and Audit - API calls are provided to determine if Config Drift has occurred
along with showing any differences between config snapshots, trigger new snapshots,
and run configuration audits.

e Config Modeling - API calls enable the ability to trigger provisioning of the defined
configuration assemblies and related network features.

This Application Note focuses on API calls related to operation performed in the Gluware
Device Manager App. GIuAPI can also be extended to enable custom data models for more
advanced use cases, but that is out of scope for this document.
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REST API

Introduction

APIs (application programming interfaces) in the context of network automation are used to
enable end-to-end process automation driven programmatically instead of manually. While
DevOps organizations have led the way in using automation to drive CI/CD pipelines to speed
application development and delivery, NetOps has fallen behind largely due to the complexity
of the underlying network. The network layer (and related domains) is not yet fully
programmatic and can require a vendor-specific command-line interface (CLI) to configure
individual network devices. Management layer components like ITSM, CMDB, IPAM, SNMP, log
servers provide a programmatic APl interface.

RESTful (REST-based) APIs have become the de facto standard in the context of network
automation. Gluware as an automation and orchestration platform that resides in the
management plane and enables a programmatic APl interface to then automate the multi-
domain, multi-vendor networks using a vendor adaptor layer to talk natively to each vendor in
the CLI/semantic required. When considering implementing APIs for programmatic
automation, it is important to consider which component is initiating the conversation/request
to a REST APl endpoint. In this application note will introduce using the Gluware published
RESTful API, GIuAPI, as a REST endpoint to interact programmatically with Gluware. Gluware
can also make API calls to the customer network, or management plane layer, but that is out of
scope for this application note.

Understanding, integrating, and testing API calls

Define the use case to understand what API calls are required and how they can be
implemented. It is important to be familiar with the following seven steps when beginning to
use a vendor’s APl calls and integrate them into the process automation.

1. It's critical to clearly define the use case and have each step well defined and even
execute it manually using the vendors user interface. For example, in the first use case
we will add a device in Gluware Device Manager. In this example, we will:

a. Sign in to the Gluware System (requires username/password credentials).

b. Navigate to the proper organization. Gluware is multi-tenant and each tenant
network is called an organization).

c. Devices can be added by providing a few of the required fields including device
name, |IP address, and credentials.

2. Review the vendor documentation on the API to determine what calls are available and
what format is required. Gluware is REST-based (RESTful), which means it conforms to
a standard for the information exchange over the http(s) protocol. Using REST, a
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request is made from a client to the URI (Uniform Resource Identifier) of a server (API
endpoint) that responds with a payload using a specific format. Gluware uses JSON
formatted payload.

The GIuAPI documentation is available at https://(your-gluware instance)/api-docs/

@ |Introduction - Gluware API X +

& Cc A Not secure | 10.255.150.100/api-docs/

Introduction
ntroduction Base URL
Authentication GIuAPI allows you access Gluware device and organization data. GluAPI adheres to
Errors REST architectural principles, has predictable, resource-oriented URLs, and uses HTTP https://podv2-83-control.gluware.lab/api
response codes to indicate API errors. Built-in HTTP features, like HTTP

authentication and HTTP verbs, are understood by off-the-shelf HTTP clients.

3. Use the use case and the documentation to determine the APl to accomplish the use
case. For example, in the use case defined in Step 1, the goal is to add devices via the
REST API. For GIuAPI, that would require the following call:

POST https://demo.gluware.com/api/devices

With the following example body content that has the device details:

{
"orgld": "457ba514-28c2-4574-87b3-9295e121c2ab",
"name": "mynewdevice-Cisco",
"description": "New device created through API",
"connectionInformation": {
"ip": "10.93.213.90",
"userName": "admin",
"password": "cisco",
"type": "ssh",
"port": 22

Note - Many of the GIuAPI calls require specific variables to be used for the call to
complete successfully. Here the proper call is identified. When looking at the required
Body content, a variable is required for the Organization ID. This is so the new device is
added to the correct organization. An additional call is needed to get the existing
Orgs. Then use the variable in the POST operation to add the device.

The GIuAPI call to get the current organizations and their IDs is:

GET https://demo.gluware.com/api/organizations

© 2021 Gluware, Inc.
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4. Understand the authentication/authorization mechanisms used. When enabling
programmatic interaction, the platform will enforce Identify and Access Management

(IAM) to ensure the proper permissions are enabled to allow the call. Options can
included HTTP protocol auth mechanismcs, APl Keys, OAuth2, and others. GIuAPI uses
HTTP protocol authentication mechanisms that includes a username and password in
each call. This has to be set up in your automation system to ensure proper

authentication for the API calls.

API Client

https://10.255.150.100/a... X

+

GET ~ https://10.255.150.100/api/organizations

HEADERS | AUTHORIZATION o

ACTIONSO CONFIG CODE SNIPPETS

Select authorization

Basic

Basic authorization allows to send a
username and a password in a request

header.

User name

mhaugh

Password

5. Test the APl programmatic interaction before moving on to integrate it in the process
automation. APl toolsets are available such as Postman or Advanced REST Client
(ARC), which is used in this app note, to test and exercise each call to understand the
details of the input/output parameters and format. These products provide the ability

to define the HTTP operation along with the URL, required header parameters, and
authentication to define and test any REST API calls. They also provide code snippets

in various languages to integrate directly into your implementation.

6. Now that the API calls have been tested and exercised to ensure they perform the
desired automated action, its time to integrate. This step is highly dependent on what

platform/solution/script you are using to automate the end-to-end process. For some
examples this might be a Python based home-grown solution. If you were using
Gluware Lab to automate API calls, this uses a JSON and JavaScript based integration.
As mentioned in Step 5, the testing tool sets often provide code snippets to minimize

the development time.

7. Test, test, test, then deploy to production automation. Ensure your environment

supports the ability to fully test the end-to-end process so that each step can be
verified. Once tested, ensure you have a process to deliver to production for

operational use.

© 2021 Gluware, Inc.
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Getting Started with GluAPI

Ensure your organizations and users are defined

Gluware creates a default organization, but it is a best practice to add organizations
(tenants) to logically group the devices you are automating. Gluware also requires the
creation of users and credentials so that identity and access management can be provided.
The user credentials used for the API calls must have permissions enabled in the Role-Based

Access Control (RBAC) management.

Enable the GIuAPI endpoint

The first step in using Gluware via the GIuAPI REST endpoint, is to enable it in the platform.

1. Sign in and select System Settings from the menu.

ONUG-POC-Demo

5P % O

v Model Editor Workflows Conﬁ%l[,)drift and Data Export OS Manager
it

2 o &

Device Manager File Server Schedules System Settings Solutions
Management

My Dashboards
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2. Go to Organization > Manage Organizations and ensure the proper organization is
selected. Check the box to Enable GIuAPI and click Save.

<« C A Notsecure | 10.255.150.100/#!/_app_/GameConsole/_s_/Settings/_sin_/Settings/_rd_/J/TdCJTlyRWRpdE9yZ 1NjcmVIbiUyMiUzQSU3QiUyMnNIbGVjdGVKT3InSWQIMjIIMOEIMJIONTAiY TUXNCOyOGMyLTQ... ¥ @

[gluware | system Settings ONUG-POC-Demo

Global Organization User

Custom Fields Da: s Data Retention Events Integrations Licensing Manage Organizations 0S Management

Organizations

Distril nter

Create private and shared Distribution Areas
GIUAPI

Enable GAPI

User Authentication Mechanism

O Gluware @ LDAP @ RADIUS

Use Case: Automating Device Manager

In this example, API calls will be used to add network devices and trigger a device
discovery. As described earlier, a pre-requisite API call will be used to get the organizations
so the proper Org ID can be used in the call.

Get the organization

Use the GET call to request the configured organization information. Note that for all the
calls used in this example the Authorization is configured with a valid Gluware credential
(username/password).
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API Client 7 Environment: De}

https://10.255.150.100/a... X +

GET + https://10.255.150.100/api/organizations V4 >

HEADERS AUTHORIZAT]ONo {BTIONSO CONFIG CODE SNIPPETS

COPY I Text editor
Name Value
@@ authorization Basic bWhhdWdoOnF3ZXJ0eTIwMjBM
@@ useragent advanced-rest-client
@ accept I
@ ADD

: Response X
:

Execute the GET call and examine the response to capture the required variable, the Org ID.

Response X

1 =11
2 |- A

3 “name” : "ONUG-POC-Demo”,

4 "description”: null,

5 I"id": "457ba514-28c2-4574-87b3-9295e127c2ab",

i "parentid : "68680780-9240-45cd-a70a-C237C6779963"
7 “parentName” : "PODv2-3-mhau;i"

8 b,

9 |- A

18 “name”: "PODv2-3-mhaugh”,

1 "description”: "Mike Haugh's PODv2",

12 "id": "6868df8B8-9248-45cd-a7da-c237c6179963",

13 "parentId”: "565a65db-54e7-4461-3954-f8f38f318e19",
14 “parentName”: "GluwareSystemOrganization”

15 }

16 ]

Example response from API call to capture the Org ID
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Add a Device

Use the POST call to add a device.

API Client 1} Environment: Default

https://10.255.150.100/a... X +

POST v https://10.255.150.100/api/devices V4 >

HEADERS BODY AUTHORIZATIONo ACTIONSO CONFIG CODE SNIPPETS

Raw input \% JSON Vv

{
"orgId": "457ba514-28c2-4574-87b3-9295e121c2ab",
"name": “"csri”, 1
"description”: "New device created through API",
"connectionInformation™: {
“ip": "1@.255.150.101",
“userName": "cisco",
“password": "cisco”, I
“type": "ssh",
“port": 22

o
P ®WoNOWn A WN R

)

Example POST API call to add a device with the required Body content including the Org ID

Once the POST call is executed, ensure the response is OKin ARC. The response includes
the assigned device ID and creation details.

: Response X

@ o«

1 (-

2 "name"; "csri1”,

3 "description”: "New device created through API",
4 - "connectionInformation"”: {

"ip": "10.255.150.181",

6 "userName": "cisco”,

7 "password”: ""

8 "type": "ssh",

9 "port": 22

18 }
11 | "id": "542c37a6-e412-4eBc-9758-652be662b775", |
12 "created-By“? “mhaugh™,

13 “createdOn": 1625182866837,

14 "updatedBy": "mhaugh”,
15 "updatedOn”: 1625182066837,

1A "AraTd" * "ARThaR1A4-22,2-ARTA-27h2-02082121,~22h"

Example response from the POST call shows the detailed output
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Next, confirm the device was added in Gluware Device Manager.

& (¢] A Not secure | 10.255.150.100/#!/_app_/GameConsole/_s_/GameCenter/_sIn_/DeviceManager/_rd_/JTdCJTdE

Fg]uware | Device Manager

Device Details

Name csrl

Description New device created through API
Management State

IP Address 10.255.150.101

Username cisco

Password

Enable Mode Password

Connection Type ssh

Port 22

/4 Device Explorer

< I ~ -

Type Name Vendor IP Address OS Version Serial

| B o 10.255.150.101 I N

Trigger discovery of device details

Use the POST call to trigger device discovery, including the device ID, in the JSON
formatted body of the call.

API Client 1Y Environment: Defau
https://10.255.150.100/a... X Discover Device X Get Config Snapshots X +
POST https://10.255.150.100/api/devices/discover Ve > :
HEADERS BODY AUTHORIZATION o ACTIONS 0 CONFIG CODE SNIPPETS META
Raw input \4 JSON \4
1 f
2 “devices": [
3 | "542c3726-e412-4e0C-9753-652be662b775" |
4 ]
5 B
¢ Response X CLE
pA [/l OK Time: 16137 ms Size: 2 Bytes

Example POST call to trigger device discovery on the specified device IDs
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In Device Manager, validate that the discovery operation completed, and the device details
are in the grid and the detailed view on top.

[gluware | DeviceManager ONUG-POC-Demo -

PEVELEETS

Name csrl

Description New device created through API
Management State

IP Address 10.255.150.101

Username admin

Password

Enable Mode Password

Connection Type ssh

Port 22

/% Device Explorer

o T - PEIDRBIQGPALIE
T

Name Vendor IP Address 05 Version Discovered Status  Last Activity On Critici

o |

A cisco-n9000v Cisco 10.255.150.113 93(1) nexus9kv NX-0S 9INUKMUNXAZ N9K-9000v

4/30/2021310:47PM O
I Q@ ol Cisco 10.255.150.101 161272 csrl 10S/10SXE 9QY48VZ860N 'CSR1000V = 6/30/202163418PM N/A
& osrl52 Cisco 10.255.150.152 16121 csrl52 105/10S XE 9NMVEWTIZ0Z (CSR1000V/ 2 6/9/202192533AM 1

Retrieve device details

Use the GET call to retrieve the device details. This requires the organization be specified as
a query parameter in the call.

’ API Client Y Environment:

List Devices in Org X +

GET v hnps://[l0.255.150.100/api/deviceS?orgId=457b6514-28(:2-4574-87b3-9295e121CZab Vd -]

G

HEADERS AUTHOR[ZAT\ONO ACTIONSO CONFIG CODE SNIPPETS META

Example GET call to retrieve the device details
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The call response will return all the device details in the org, including the newly added csr1

device.

Response X

348
349
356
351

352
353
354
355
356
357
358
359
360
361

362
363
364
365
366
367
368
369
376
371

372
373
374
375
376
377
378
379

381

Y,

uiscovereucliements . o1

I7

"name": "csr1”,

"description”: "New device created through API"

“connectionInformation”: {
"ip": "18.255.158.101",
"userName": "admin”
"password"”:

"type": "ssh”
"port": 22,
"enablePassword":
"proxyList": []

8

"id": "542c37a6-e412-4eBc-9758-652be662bf75",

"createdBy": "mhaugh”

“createdOn”: 1625102866837,

"updatedBy": "mhaugh”

"updatedOn": 1625183239229,

"discoveryStatus"”: "DISCOVERED"

"managementState”: null,

"detectedComponents”: {},

"discoveredBy": "mhaugh”

"discoveredOn": 1625183258471,

"orgId": "457ba514-28c2-4574-87b3-9295e121c2ab",

"discoveredChassis": {},

"discoveredOs": "I0S/I0S XE"
"discoveredSerialNumber"”: "9QY48VZ866N",
"discoveredSku": "CSR1888V",
"discoveredSoftwarevVersion": "16.12.1a"
"discoveredTypeBase": "Router (WAN)",
"discoveredTypeName": "iosRouter”
"discoveredUptime": 4344726008,
"discoveredVendor”: "Cisco”

Example response data from the call to retrieve device information in the organization

13
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Conclusion

This application note is intended to help jumpstart the process using GIuAPI for
programmatic interaction with Gluware via the published REST-based API. Important
concepts and pre-requirements are outlined to understand how to enable the APl endpoint
on the Gluware system and have Organizations and users defined. It also introduces API
tools like the ARC client used in this example to test and exercise the API calls before
integrating them in a development process. One important takeaway when using the API
calls is understanding the syntax of the call and how to define the payload data and query
parameters along with the calls to have success. Also, understanding that Gluware assigns
IDs to everything created in the system, like the Org IDs, Device IDs, and more, are
important components to successfully use specific APl calls.

Additional Gluware resources

e Explore the GIuAPI product page
e Watch a video demonstrating the GIuAPI
e Read a blog about onboarding APIs

Additional external resources

e Learn more about REST
e Check out the REST tool Postman
e Check out the REST tool Advanced REST Client (ARC)

Additional Gluware Material

Tutorials |  Collateral | Webinars |  Blog posts

....... 2020 L Street, Suite 130

[g] uwa re Sacramento, CA 95811 www.gluware.com
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